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Your Bank of Baroda Debit Card is for personal use.

You can generate Debit Card/Green PIN through M-Connect Plus App, and by visiting any
nearest Bank of Baroda ATM.

Ensure to change PIN at regular intervals.

Activate your debit card by using it first at any ATM. Card can be used at POS/ecommerce only
after activation of card at ATM.

Always ensure that your card is used in your presence when transacting at POS and ensure that
you enter the PIN for authentication discretely.

Register your mobile number with the Bank, subscribe for SMS alerts for all Debit Card
transactions to avoid suspicions/fraudulent activities in your account.

Please make sure you conduct any ATM transaction in complete privacy.

Beware if “Shoulder Surfing”. Shield your PIN from onlookers by covering the keypad while
entering the PIN.

Ensure to collect your card, cash and receipt, after completion of the transaction.

Look extra devices attached to the ATMs. These may be put to capture your data! Inform
security guard/bank immediately if any such device found.

After completion of your transaction and before leaving the promised be sure that “Welcome
Screen” is displayed in the ATM.

Register your mobile number with the bank for getting alerts for your ATM transactions.
Regularly check account statements. Any unauthorized card transaction in the account, if
observe, should be immediately reported to your bank after blocking your debit card.

Immediately inform the Bank, if the ATM/Debit Card is lost or stolen. If your card is held back
by any ATM, please inform the same to the 24hrs, Customer Care 132999

Keep an eye on suspicious movements of people around ATMs. Beware of strangers trying to
engage you in conversation.

When you destroy your card upon card expiry or closure of your account, cut it into four prices
through the magnetic stripe before disposing it off.

If cash is not dispensed and account is debit then Bank of Baroda customer has to fill the
complaint for and submit it to the Branch.



Verify emails and links in emails you supposedly get from your social networking site. These are
often designed to gain access to your user name, password and ultimately your personal
information. These mails could be phishing emails too.

Always ensure that the address of the website where transactions to be done, starts with https://
and not http://.

Dont’s

Don’t give your Debit Card to anyone. If you need to surrender the card, you may request for
closure of card and handover the card to Bank Officials after destruction of the card. You may
also block a card using Bank’s Baroda M-connect Plus (Mobile Banking),IVR.

Don’t keep written record of the PIN in any form, place or manner that may facilitate its misuse
by anyone. It would be better if you could memorize your PIN.

Don’t disclose your Card/PIN details over email links/phone calls/bank official even if it is
purported to be from Bank of Baroda. It may be noted that Bank would never request you to
reveal such details.

Don’t overlook or ignore transaction alerts received through SMS.
Never lend your card to anyone.
Do not write your PIN on the card or on the cover of the card.

Never share your PIN with anyone or seek help from anybody by handing over the card and
revealing the PIN.

Never let anyone see you entering your PIN.

Never use a PIN that could be easily guessed. E.g. your birthday or telephone number. Use of
non-dictionary words are advised.

Never leave your card in the ATM.
Do not forget to collect the dispensed cash as ATM does not take the back the cash.

Avoid posting personal information such your address, phone numbers, email address, license
number, TIN Number, birth place, location for any given day, school’s name of kids and family
details.



